UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
TINH KIEN GIANG Doc 1ap - Tu do - Hanh phuc

Sé: 2907 JUBND-KGVX Kién Giang, ngay 31 thang 12 ndm 2024
VIV tang cuong cong tac bao dam an
toan thong tin mang huong toi dip Tét
Duong lich 2025, Tét Nguyén dén At
Ty va L& ky niém 95 nam thanh lap
bang Cong san Viét Nam

Kinh guri:
- Cac s6, ban, nganh cap tinh (Pang, chinh quyén, doan thé);
- Uy ban nhan dan cac huyén, thanh pho
- Cac doanh nghiép cung cap dich vu vién thong, internet, nén
tang chuyén doi s6 (VNPT, Viettel, Mobifone, FPT, SCTV).

Thuc hién Cong vin s6 5644/BTTTT-CATTT ngay 29/12/2024 cta Bo Thong
tin va Truyén théng vé Tang cudng cong tac bao dam an toan thdng tin mang hudng toi
dip Tét Duong lich 2025, Tét Nguyén dan At Ty va L& ky niém 95 nam thanh lap Pang
Cong san Viét Nam.

Nham dam bao an toan théng tin mang trong thoi gian dién ra Tét Duong lich
2025, Tét Nguyén dan At Ty va L& ky niém 95 nam thanh 1ap Bang Cong san Viét Nam
(03/02/1930 - 03/02/2025). Pang va Nha nuéc dang khan truong, gap rut thuc hién
nhiéu chu truong 16n dé dua dat nudc manh mé tién vao Ky nguyén méi - Ky nguyén
vuon minh cta dan tdc. Pay chinh 13 thoi diém cac thé lyc thu dich loi dung nham tan
cong céac hé thong thdng tin, hé thdng thdng tin quan trong va dua ra ludn diéu xuyén
tac, chong pha chinh séch ciia Pang va Nha nudéc trén khéng gian mang. Bé khong bi
dong, bat ngd trudc moi tinh hudng, Chu tich Uy ban nhan tinh Kién Giang dé nghi cac
co quan, to chuc trién khai mot sé bién phap nhu sau:

1. Tang cuong trién khai hoat dong bao dam an toan thong tin mang:

a) Tap trung cong tac giam sat an toan thong tin mang, ra soat, xu ly ma doc,
bao dam an toan thong tin mang 24/7; Phan cong nhan sy theo doi thuong xuyén,
lién tyc dé dam bao phat hién sdm cac nguy co tan cong mang (dic biét 14 tan cong
ma hoa dir liéu, thay ddi giao dién) dé kip thoi xur 1y, khic phuc nhanh sy ¢ tin cong
mang.

b) Chu dong thyc hién kiém tra, danh gia, phat hién va khéc phuc 16 hong bao
mat; San ling mdi nguy hai va béc g& phan mém doc hai cho toan bo may chii, may
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tram trong h¢ théng thong tin; Ra soat, cap nhat dﬁy dt cac ban va 16 héng bao mat
cho hé thé)ng thong tin, thuc hi¢n theo doi, xur Iy cac van ban canh bdo an toan thong
tin mang hang tuan, hang thang do B Thong tin va Truyén thong (Cuc An toan thong
tin) cong bo.

¢) T6 chirc cac hoat ddng tuyén truyén, ning cao nhan thirc k¥ ning co ban vé
an toan thong tin mang; Nhan biét, canh giac trudce thong tin x4u doc, tin gia, thong
tin xuyén tac, chong pha, chinh sach ctia Pang va Nha nudc; Phong, chdng lira dao
trén khong gian mang cho toan thé can bd, cong chire, vién chirc, ngudi lao dong cta
co quan va ngudi dan trén dia ban.

2. Cac doanh nghiép cung cap dich vu vién théng, internet; Cac to chirc, doanh
nghiép cung cap nén tang chuyén doi s

a) Tang cudng nguon luc bao dam ha tang vién thong, internet an toan, thong
suot va ting cudng truc giam sat, ho tro, khic phuc su co.

b) Trién khai cac bién phap k¥ thuat & muac cao nhat nham phat hién, chan loc,
ngin chin hoat dong tin cong mang, phat tan thong tin xau doc, thong tin vi pham
phap luat trén hé thong thong tin, ha ting mang ludi thudc pham vi quan 1y.

¢) Tang cudng theo ddi, cap nhat, xtr Iy cac phan anh, khiéu nai ctia ngudi
dung vé tin nhén rac, cudc goi rac, dac biét 1a tin nhén ltra ddo, cudc goi ltra ddo qua
hé thong tiép nhan phan 4nh tin nhan rac, cudc goi rac do Bo Thong tin va Truyén
thong (Cuc An toan thong tin) chia sé; Xt Iy quyét liét, triét dé cac trudong hop phat
tan tin nhan rac, tin nhan lira déo, cudc goi rac, cudc goi lira dao ma ngudi ding phan
anh.

d) Thuc hién nghiém va kip thoi cac bién phap xir 1y theo yéu cau cua Bo
Thong tin va Truyén thong va co quan chirc ning c6 thim quyeén.

3. Trong truong hop can hd tro giam sét, xir Iy, tng ciru sy ¢d dé nghi lién hé qua
cac dau mdi don vi sau:

- Tai dia phwong: S& Thong tin va Truyén thong Kién Giang, phong Chuyén doi
s6, dién thoai dudng day néng: 0824.563.838, email: ducsc@kiengiang.gov.vn

- Tai Trung wong:

+ Phong An toan hé thdng thdng tin, sé dién thoai truc duong day néng hd tro
tong thé cac giai phap an toan thong tin 0888.133.359, thu dién tur: athttt@mic.gov.vn.
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+ Trung tdm Ung ctu khan cap khdng gian mang Viét Nam (VNCERT/CC),
dién thoai 024.3640.4421 hoic sb dién thoai truc duong day néng tng ctu su cb
0869.100.317, thu dién ta: ir@vncert.vn.

+ Trung tdm Giam sat an toan khong gian mang qudc gia (NCSC), dién thoai:
024.3209.1616 hoic sb dién thoai truc duong day néng hd trg giam sat, canh béo sém
0389.942.878, thu dién tu: ais@mic.gov.vn./.—l,qvw@,

Noi nhgn: KT. CHU TICH
- Nhu trén; PHO CHU TICH

- TT Tinh uy; ~
; /
- TT HDND tinh; 4
- CT, cac PCT UBND tinh; 1N
- Lanh dao VP UBND tinh; ’
- Phong KGVX; 7

- Luu: VT, tnnguyen “HT™.
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