BO THONG TIN VA TRUYEN THONG ~ CONG HOA XA HQI CHU NGHIA VIET NAM
CUC AN TOAN THONG TIN Péc 1ap - Tu do - Hanh phic

Sb:24 IBC-CATTT Ha Noi, ngay /6thang 72ndm 2024

BAO CAO AN TOAN THONG TIN MANG VIET NAM
(Théang 11/2024)

Thuce hién chirc nang quan 1y nha nudc va té chuc thuc thi phap luat vé an
toan thong tin mang, Cuc An toan théng tin phat hanh Bao cao An toan thong tin
dinh ky hang thang.

Béo c4o cung cap thong tin vé cac su kién an toan thdng tin mang, xu huéng
tan cong mang, céc 15 hong an toan théng tin mai dugc céng bd... Thong tin nay
gitip cac co quan, té chic ndm bat kip thoi cac van dé an toan thong tin mang
dang dién ra tir d6 co6 thé chu dong trién khai kip thoi cac bién phap (con ngudi,
quy trinh, cdng nghé) dé bao dam an toan thong tin cho co quan, té chic minh.

Trong thang 11/2024, Cuc An toan thdng tin (Bo Thong tin va Truyén thong)
d3 phat hanh cac van ban canh bao lién quan dén mot s6 16 hong mai dang ton tai
trong thuc té, canh bao vé chién dich tn cong ma doc dén cac co quan, to chic,
doanh nghiép.

Trong thang 11/2024, hé thdng giam sat, canh bao sém rui ro caa Trung tam
Giam sat an toan khdng gian mang quéc gia (NCSC), Cuc An toan thong tin da
ghi nhan hang traim tén mién gia mao cac co quan, té chuc tai chinh, cac ngan
hang nham muc tiéu lira ddo ngudi dan trén khdng gian mang. Vé nguy co, rii ro
mai, Trung tam NCSC ghi nhan 12 16 hong méi c6 thé gay ra cac nguy co Nghiém
trong dén hé thdng thong tin. Trung tdm NCSC ciing dd phan tich va cong bd
danh sach cac chi bao tan cdng mang (IoC) lién quan dén cac chién dich tan cong
c6 thé anh huong dén Viét Nam tai cac don vi.

Dé nghi cac don vi, t6 chirc, doanh nghiép nghién cau théng tin vé cac nguy
co rui ro trong béo cao, thuc hién ra soat hé théng, danh gia Tin nhiém mang doi
véi hé théng phuc vu giao dich dién tir, xir Iy céc van dé vé an toan thong tin mang
va giri két qua bao céo ra soat vé dia chi thu dién tir ncsc@ais.gov.vn cham nhat
tru6c ngay 25/12/2024.



1. Canh bdo an toan thong tin da phat hanh trong thang

BAO MAT
TRONG CAC
SAN PHAM
MICROSOFT

& Microsoft

Canh béo an toan thong tin phat hanh
hang tuan trén khong gian mang cung
cap thong tin kip thoi vé cac nguy co
an toan thong tin, 156 héng bao mat va
khuyén nghi k¥ thuat, gitip co quan va
doanh nghiép chu dong phong ngura va
xt Iy su cd.

Théng  tin  chi  tiet  tai:
https://khonggianmang.vn/

NCSC.

CANH BAO .

CHIEN DICH TAN CONG

€6 CHU DICH CUA NHOM APT EARTH ESTRIES

Béo cdo vé cac 16 hong an toan
thong tin trong cac san pham cua
Microsoft thang 11/2024.

Théng tin chi tiét tai:
https://khonggianmang.vn/alert/lo-hong-bao-mat-
co-muc-anh-huong-cao-va-nghiem-trong-trong-
cac-san-pham-microsoft-cong-bo-thang-11-
2024.253/

NCSCw

CANH BAO ¢

AN TOAN THONG TIN

Vin ban s 2448/CATTT-NCSC
vé viéc Canh bao chién dich tan
cong c6 chu dich caa nhom APT
Earth Estries phat hanh ngay
22/11/2024.



3

2. Tinh hinh két néi, chia sé dix liéu giam sat

Tinh hinh két néi, chia s¢ dir liéu giam sét theo yéu cau Chi thi s6 14/CT-
TTG ndm 2019. Dén thang 11/2024 di c6 87 dom vi (63 Tinh/Thanh, 24
Bd/Nganh) trién khai cong tac giam sat an toan thong tin va thyuc hién két néi chia
sé dir liéu giam sat voi Trung tam Giam sat an toan khéng gian mang québc gia
(NCSC). Thong qua két néi chia sé dix liéu giam sét tir 87 don vi, Hé théng ky
thuat cia Trung tdm Giam sat an toan khong gian mang qudc gia ghi nhan 75/87
don vi c6 két ni chia sé dir liéu twong ddi day du, 12/87 don vi khéng nhan duoc
dur liéu chia sé.

Theo ghi nhan tir Hé thdng k§ thuat caa Trung tdm Giam sét an toan khéng
gian mang qudc gia cho thay con ton tai nhiéu don vi Bo/Nganh, dia phuwong chua
thuc hién chia sé dir liéu. Dé dam bao an toan hé théng thong tin qudc gia, Cuc
An toan théng tin d& nghi cac don vi khan truong trién khai nghiém tdc va chat
ché& cac quy dinh theo chi thi ctia Thu tudng Chinh phu dé thuc hién viéc chia sé
dir liéu nham dam bao tinh lién théng, an toan va hiéu qua trong quan 1y va diéu
hanh hé théng thong tin quéc gia.

Ghi chi: Danh sach tinh trang trién khai cong tac giam sat cia cac don vi
tai Phy luc V kem theo.

Tinh hinh trién khai giai phap phong chéng ma doc dap ang yéu cau cia Chi
thi s6 14/CT-TTG nam 2018. Dén thang 11/2024 da c6 88 dom vi (63 Tinh/Thanh,
25 Bo/Nganh) trién khai giai phap phong chong ma doc tap trung va thuc hién
két ndi chia sé thdng tin vé ma doc vai Trung thm Giam sét an toan khdng gian
mang qudc gia (NCSC). Hién nay, con ton tai 03 don vi bao gom: Bé Gido duc
va Pao tao, B6 Nong nghiép va Phat trién ndng thén, Uy ban Dan téc chua
thuc hién chia sé dit liéu ma doc vé Hé théng k thuat cua Trung tdm Giam sat an
toan khdng gian mang qudc gia (NCSC). Vi vay, dé nghi cac don vi thuc hién chia
sé day du thong tin dit liéu ma doc nham nang cao ning luc phong, chong phan
mém doc hai va thuc hién danh gia chi s6 18y nhiém phan mém doc hai & cac bo,
nganh, dia phuong, coi day la mot trong nhirng tiéu chi danh gia mirc do bao dam
an toan thong tin cua cac b, nganh, dia phuong.

Thong qua viéc két ndi chia sé dir ligu vé ma doc tir 88 don vi, Hé thong k§
thuat cua Trung tam Giam sat an toan khong gian mang quoc gia (NCSC) ghi nhan
79/88 don vi cO két n01 thuong xuyén. Trong cac don vi két ndi thuong xuyén cé
79/79 don vi chia sé vé hé diéu hanh cac may (tong s6 may la 292.457).

Ghi chi: Danh sach trinh trgng trién khai gigi phap phong chéng ma déc
cua cac don vi tai Phu luc VI kém theo.
3. Phéat hién va ngin chin, giam thiéu lira dao trén khong gian mang

Thuc hién cdng tac kiém tra, ra soét an toan thdng tin trén khong gian mang,
Trung tam Giam sat an toan khong gian mang qudc gia (NCSC) da ghi nhan
125.506 dia chi website gia mao co quan, to chirc. Cac dbi twong sir dung website
gia mao nay dé lira dao, gay thiét hai cho ngudi dan trén khdng gian mang, dong
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thoi gay thiét hai nghiém trong dén uy tin, thuong hiéu cta chinh co quan, t6 chirc
bi gia mao.

Muc tiéu huéng dén cua cac dbi tuong lra dao 1a Iira dao nguoi dan thong
qua gia mao cac website cua co quan chirc nang, cac to chic tai chinh — ngéan hang,
cac san thuong mai dién tir, cac céng ty lon...

Cuc An toan thong tin d tich cyc trién khai viéc cap chiing nhan Tin nhiém
mang cho péc hé,théng phuq vu giao dich dién tur theo Nghi diqh 137/2024/ND-
CP, tong so hé thong duoc cap ching nhan hién dat 6.038 hé thong.

Ghi ch(: Cdc co quan, don vi ¢6 thé tra ciru thong tin, dang ky Tin nhiém
mang tai: https://tinnhiemmang.vn/.

Trong thang 11/2024, hé théng cia NCSC da phat hién 77 website gia mao
thuong hiéu véi muc dich lira dao duoc phét tan trén khdng gian mang. Dé nghi
cac don vi, to chirc, doanh nghiép can chu dong ra quét, phéat hién sém cac website
lra ¢a0 gia mao t6 chac caa minh, canh béo sém dén nguoi ding caa minh nham
ngan chan cac hoat dong lira dao dén nguoi dung, dam bao an toan thong tin cho
nguoi ding, bao vé chinh thuwong hiéu caa té chuc.

Phét hién website gid mao thuong hiéu vdi muc dich lira do truc tuyén trén khéng gian mang trong thang

1A . .
aiw GlAMAO TG CHIF'C

Website gid mao Tap doan Dién lyc Viét
https://nzu62352s[.]Jcom/order
dienmayxanh-services[.Jcom

Website gid mao Dién may xanh

h_hpszﬁsp_séjaap[.lcomlmv Website gid mao san TMDT Shopee

h_hps:risp_sﬁ_sap[.lcomlmy Website gid mao san TMDT Shopee

Danh sach cac website lira ddo diroc cap nhdt tai
https://alert.khonggianmang.vn/

Ghi _chu: Danh sach cac website gia mao da phat hién tai Phu luc 1 kém
theo.

4. Phat hién va canh bao sém céc 16 hong ciia cac hé thong thong tin trén
khong gian mang

Thuc hién nhiém vu thu thap thdng tin, tdng hop, phan tich, theo di va dy
bao, canh bao sém xu hudéng vé cac hoat dong, dién bién trén khong gian mang
Viét Nam. Trong thang, Hé thong giam sat ki thuat cia NCSC di ghi nhan c6
73.979 diém yéu, 16 hong an toan thong tin tai cAc may chii, may tram, hé thong
thong tin cila cac co quan t6 chirc nha nudc.

Ghi chti: Danh séch TOP 10 diém yéu, 16 hang ton tai pho bién trén cac may
Cua co quan, to churc tai Phu luc 11 kém theo.

Trong thang 11/2024, h¢ théng giam sat, ra quét tir xa cua Trung tam NCSC
da phat hién hon 1600 16 hong trén 5000 hé thong dang mao cong khai trén Internet.


https://alert.khonggianmang.vn/
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Trung tam NCSC ciing d3 ghi nhan 12 16 hong méi duoc cong bd, cd mirc d6 anh
huong Nghiém treng/Cao c6 thé bi loi dung dé tan cong, khai thac vao cac hé
théng cua cac co quan, td chic. Céc 16 hong nay 1a cac 16 hong ton tai trén cac
san pham phd bién cua nhiéu co quan, t6 chirc, doanh nghiép. Bé nghi cac don vi
can thuc hién kiém tra toan dién va ra soét hé thong caa minh giup xac dinh hé
théng ciia minh c6 sir dung cac san pham bi anh huong bai cac 16 hong khong,
nhanh chong dua ra bién phéap khic phuc kip thoi d¢é bao vé an toan théng tin.
Pdng thai, lién tuc cap nhat théng tin vé céc 16 hdng méi, cac xu hudng tin cong
trén khdng gian mang.

Phat hién 16 héng tir 5000+ hé théng dugc gidm sat trong thang

Apache Log4Shell RCE detection via callback correlation (Direct Check HTTP)

LOHGNG

Apache Solr 7.4.0 <= 7.7.3 [ 8.0.0 <= 8.11.0 RCE

Microsoft Exchange Server RCE

Sophos XG Firewall User Portal and Webadmin Authentication Bypass (CVE-2022-1040)
Oracle WeblLogic Java Object Deserialization RCE

Apache mod_proxy Content-Length Overflow

Microsoft DNS Server Remote Code Execution (SIGRed)

Xem thém

Danh séach cac 16 hong méi duot cdp nhdt tai https://alert.khonggianmang.vn/

Thong ké cac 16 hong dang chu y dwgc ghi nhan trong thang 11/2024:

7T | Aadiem Ghi ch
yeu/lo hong
- Piém CVSS: 6.5 (Cao)
- M0 ta: L& hong cho phép dbi tuong
tin cong thuc hién tan cdng gida mao | https://nvd.nist.gov/vul
1 CVE-2024- 1 (spoofing) n/detail/CVE-2024-
43451 , 7 .
- Anh huéng: Windows 43451
- L4 hong da c6 ma khai thac va dang
bi khai thac trong thuc té
- Piém CVSS: 7.5 (Cao) ttos: /el nist.qov/ul
. . s://nvd.nist.gov/vu
2 CVE-2024- - M6 ta: Lo hong cho phép doi tuong n?detail /CVE-g2024—
21287 tn cong truy cap va thuc hién cac 21287
hanh vi trai phep



https://alert.khonggianmang.vn/
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- Anh huong: Oracle Agile PLM
Framework thuoc Oracle Supply
Chain

- L6 hong da c6 ma khai thac va dang
bi khai thac trong thuc té

CVE-2024-
11680

- Diém CVSS: Chua xéc dinh

- MO ta: L hong cho phép dbi tugng
tan cong truy cap va thuc hién cac
hanh vi trai phep

- Anh huong: ProjectSend

- L6 hong di c6 ma khai thac va dang
bi khai thac trong thuec té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
11680

CVE-2024-
0012

- biém CVSS: 9.8 (Nghiém trong)

- M6 ta: L5 hong cho phep dbi tuong
tan cong thuc hién tan cong leo thang
dac quyen

- Anh huong: Palo Alto Networks
PAN-OS

- L6 hong di c6 ma khai thac va dang
bi khai thac trong thuc té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
0012

CVE-2024-
9474

- biém CVSS: 7.2 (Cao)

- M0 ta: L hong cho phep dbi tuong
tan c()ng thuc hién tan cong leo thang
dac quyen

- Anh huong: Palo Alto Networks
PAN-OS

- L5 hong da c6 ma khai thac va dang
bi khai thac trong thuec té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
9474

CVE-2024-
44308

- Piém CVSS: 8.8 (Cao)

- M0 ta: L5 hong cho phép d6i twong
tan cong thyuc thi mé tir xa

- Anh huong: Safari, i0S, iPadOS,
macQS, visionOS cua Apple

- L4 hong da c6 ma khai thac va dang
bi khai thac trong thuec té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
44308

CVE-2024-
47575

- Biém CVSS: 9.8 (Nghiém trong)

- M0 ta: L5 hong cho phép d6i twong
tan cong thuc thi ma tur xa

https://nvd.nist.gov/vul
n/detail/CVE-2024-
47575
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- Anh huéng: FortiManager

- L5 hdng di c6 ma khai thac va dang
bi khai thac trong thuc té

CVE-2024-
44309

- Biém CVSS: 6.1 (Trung binh)

- M0 ta: L5 hong cho phép d6i tuong
tan cdng truy cap va thuc hién cac
hanh vi trai phép

- Anh huong: Safari, iOS, iPadOS,
macOS, visionOS cua Apple

- L6 hong da c6 ma khai thac va dang
bi khai thac trong thuec té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
44309

CVE-2024-
45519

- biém CVSS: 9.8 (Nghiém trong)

- M6 ta: L hong cho phép d6i twong
tan cong thuc thi ma tur xa

- Anh huéng: Zimbra Collaboration
(ZCS)

- L6 hong da c6 ma khai thac va dang
bi khai thac trong thuc té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
45519
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CVE-2024-
9264

- biém CVSS: 8.8 (Cao)

- M0 ta: L5 hong cho phép d6i twong
tan cobng khai thac 16i Command
Injection, truy cap va thuc hién céc
hanh vi tréai phép.

- Anh huéng: Grafana

- L6 hong di c6 ma khai thac va dang
bi khai thac trong thuec té

https://nvd.nist.gov/vul
n/detail/CVE-2024-
9264
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CVE-2023-
32428

- Biém CVSS: 7.8 (Cao)

- MO ta: Lb hong cho phép d6i tuong
tan cong thuc hién tan cong leo thang
dac quyen

- Anh hudng: macOS, tvOS, iOS,
iIPadOS, watchOS cua Apple

- L6 hong chua ¢6 ma khai thac va
dang bi khai thac trong thyc té

https://nvd.nist.gov/vul
n/detail/CVE-2023-
32428

12

CVE-2024-
47533

- biém CVSS: 9.8 (Nghiém trong)

- M0 ta: L5 hong cho phép d6i twong
tan cong truy cap va thuc hién cac
hanh vi trai phép.

https://nvd.nist.gov/vul
n/detail/CVE-2024-
47533
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- Anh huong: Cobbler trén Linux

- L6 hong chua c6 mé khai théc va
dang bi khai thac trong thuc té

5. Phan tich rai ro va canh bao sém cac nguy co' tAn cdng c6 chi dich

Thuc hién phan tich, theo ddi va du bao, canh b4o sém xu huéng vé tin cong
mang, Cuc An toan thong tin (B Thong tin va Truyén théng) phat hién xu huéng
tan Cong ma hoa téng tién (ransomware) tang cao trong thoi gian gan day. Da co
mot s6 hé thdng thdng tin cia co quan, t6 chic, doanh nghiép tai Viét Nam bi su
cb tan cong, gy gian doan hoat dong va thict hai vé vat chat, hinh anh cuaa cac co
quan, to chuc, doanh nghi¢p, ciing nhu hoat dong bao dam an toan khdng gian
mang qu00 gia. Cuc An toan thong tin da phat hanh Cong van s6 2448/CATTT-
NCSC vé viéc Canh bao chién dich tan cong c6 cha dich cua nhém APT Earth
Estriesr phat hanh ngay 22/11/2024.

Trung tdm NCSC d3 tién hanh thu thap, phan tich va phét hién nhiéu chi bao
(Indicators of compromise) vé tan céng mang c6 thé anh huéng dén co quan, t6
chtrc, doanh nghiép Viét Nam. Cac don vi can cha dong ra soat cac may chua, may
tram, ra soat toan bo cac hé théng giam sat theo cac chi bao ma Trung tam NCSC
cung cap trong béo cao nham xur Iy sém céc rai ro trong hé thong, lién tuc cap
nhat cc chi bdo vé tan céng mang, dic biét 1a cac chi bao da dugc chia sé tir hé
théng cua Trung tam NCSC.

Phét hién 1oC ¢6 lién quan dé&n céc chién dich t&n cong vao Viét Nam trong thdng

¢ NHOM TAN CONG APT .

hxpsE/JtvdseolJcom/file/STC/STC. OTO \C”I;:m it n cong sir dung ma dgc “PXA Stealer” thyc hién bdi nhém tan cdng mang goc

hexpsL:/tvelseol Jcom/fle/STC/STC_XW_ENC ngn dich tan cong sir dung ma dgc “PXA Stealer” thuc hién bdi nhém tan cong mang goc

hxpsE/Jtvdseol.Jcom/file/AdonisfAdonis XW_ENC Sgten dich tan cong sir dung ma ddc "PXA Stealer” thuc hién bdi nhém tan céng mang gdc

Chién dich tdn cb {r 3 dgc "PXA Stealer” thyc hién bdi nhém tdn cb Ge

hxxpsE//tvdseol.Jcom/file/Adonis/AdFnis_Bot V‘é‘f" ichien cong strdung ma doc aler thyc hien bel nhom tn cong mang goc
Chign dich tin cdng sir dung ma ddc “PXA Stealer” thuc hién bdi nhém tdn cdng mang gbc
Viét.

Xem thém

hxxps[://ltvdseol.Jcom/file/synaptics[.]zip

Théng tin I0C dwoc cung cdp tai https://alert.khonggianmang.vn/

Ghi chii: Danh sé&ch céc 10C ¢6 thé anh huéng téi co quan, té chirc doanh
nghiép Viét Nam ghi nhdn tai Phu luc 111 kem theo.

6. Phat hién va canh bao sém cac nguy co botnet trong hé thong

Thuc hién viéc phan tich va phat hién sém cac nguy co tir bén trong hé thdng,
dic biét 1a cac nguy co may cha, may tram trong hé théng nhidm ma doc, tro thanh
botnet. Hé théng giam sat caa NCSC da thyc hién thu thap chia sé théng tin vé
cac mbi de doa trén khdng gian mang véi cac to chirc qudc té, giam sét lién tuc
cac mang ludi botnet.



https://alert.khonggianmang.vn/
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Trong thang 11/2024, Trung tam NCSC phét hién 17 hé thong cua cac don
vi c6 két noi den ha tang botnet. Trung tam NCSC da thuc hién chia sé cac théng
tin botnet nay dén cac don vi théng qua hé thong phat hién canh bao sém botnet.

Ph4lt hién hé théng bi 18y nhiém m3 déc botnet trong thdng

DIACHIIP C&C

113176.88.22

113160.182.204

113.160.183.96

113160.185.0

113160.186.195

113163.216.225

113.160.156.110

Xem thém

Théng tin cac hé thang ghi nhdn nhiém botnet trén hé thong phat hién canh béo sém.

Ghi ch(: Danh sach cdc don vi ¢6 dia chi IP nam trong botnet ghi nhdn tai
Phu luc 1V kem theo.

Pé nghi cac don vi, t6 chirc, doanh nghiép nghién ctiu cac théng tin vé cac
nguy co i ro trong bo cao, thuc hién ra soét hé thong, xir Iy céc van dé vé an
toan thdng tin mang trong hé théng. Trong qué trinh thuc hién, néu c6 thong tin
can hd tro dé nghi lién hé voi Trung tam Giam sat an toan khdng gian mang quéc
gia, Cuc An toan thong tin, Bo Thong tin va Truyén thong, dién thoai:
024.3209.1616 hoic sb dién thoai truc duong day ndng hd tro giam sat, canh bao

som 0961.405.333, thu dién tir: ncsc@ais.gov.vn./.
Noi nhan:
- Thi trudng Pham Dire Long (dé b/c); A
- Don vi chuyén trach vé ATTT/CNTT ciia: Vin Q. CUCTRUONG
phong Trung wvong Dang, Vén phong Quoc hoi,
Van phong Chu tich nuéc, Toa an Nhan dan toi
cao, Vién Kiém sat nhan dan t6i cao, Kiém toan /;/
Nha nudc; I/ O/.-“
- Pon vi chuyén trach vé ATTT/CNTT cua cac b,(%r ;

co quan ngang bd, co quan thuoc Chinh phu; \ @
-S6 TT&TT cac tinh, thanh pho truc thuoc TW; \\
- Céac Tép doan kinh té va Téng cong ty nha nuéc; N
- C4c To chuc tai chinh, Ngan hang thuong mai nha
nudc;

- Ngan hang Thuong mai C6 phan;

- Ngén hang Chinh sach x& hoi;

- Ngan hang Phét trién Viét Nam;

- Ngan hang Hop tac xa Viét Nam;

- C4c cdng ty C6 phan Chuang khoan;

- Céc T6 chirc, doanh nghiép hoat dong trong linh
vuc thuong mai dién ti;

- C4c tb chuc, doanh nghiép cung cép dich vu trung
gian thanh toan, vi di¢n ti;

- Cé4c Cuc: Vién thong, Buu dién Trung wong;

- C&c Trung tdm: TTTT, VNNIC;

- Céc doanh nghiép: VNPOST, VTC,;




- Cac phong: ATHTTT, TT&HTQT;
- Trung tdm VNCERT/CC;
- Luu: VT, NCSC.LT0Q.

10



11

Phu luc |
DANH SACH CAC WEBSITE GIA MAO, LUA PAO PHAT HIEN

TRONG THANG

(Kém theo B4&o céo so

/BC-CATTT ngay

thAng  nam 2024

cua Cuc An toan thong tin)

Website gia mao

Website gia mao san TMDT
1 shop[.]Jshopamzselling[.]Jcom "1 9la Mao san
Amazon
Website gia mao san TMDT
2 https://sellings-global[.]Jcom/shop gla Mao san
Amazon
3 https://sellings-global[.]Jcom/fede Website gia mgo san TMDT
ps:/fsellings-global[.] X Amazon
4 ttos:/famazouil. Tton/ Website gia mao san TMDT
ps://amazoui[.]Jtop Amazon
i Website gia mao san TMDT
5 https://amazonil[.]Jcom/
Amazon
6 https://www/[.Japplecenter][.]info[.Jvn Website gia mao san TMDT
/ Apple
. https://apps[.]apple[.Jcom/VVNapp/id6 Website gia mao san TMDT
738024808 Apple
8 clash-flow-loan[.]Jcom Website gia mao Bo Cong an
9 https://dichvucongbcal.]Jcom/ Website gia mao Bo Cong an
10 | dichvucong].]Jthongtincancuoc].]org Website gia mao Bo Cong An
Website gia mao Cong ty co
11 giaohangtietkiem-cskh[.Jcom ‘AI .gla \a . g.}/ ?
phan giao hang tiet kiém
. o Website gia mao Cong ty cb
12 aohangtietkiem247[.Jcom[.Jvn . ‘ .
J ghed L-Jeomf.Jv phan giao hang tiet kiém
13 https://nhanvienhanghoal[.]Jcom/index Website gia mao Cong ty co
Juser/index[.Jhtml phan giao hang tiét kiém
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https://chat[.]dichvutonghopl.]vip/in
dex/index/home?visiter_id=&uvisiter_

Website gia mao Cong ty cd

14 . .
name=&avatar=&business_id=1&gr phan giao hang tiét kiém
oupid=8&special=32
. . Website gia mao Cong ty co
15 https://giaohangtietkiem24[.]Jcom/ N .ga \a 2 g.}/ ?
phan giao hang tiet kiém
Website gia mao Cong ty co
16 Giaohangtietkiemm[.]net A .ga \a . g.}/ ?
phan giao hang tiet kiém
Website gia mao Cong ty Tai
17 https://www][.Jihomeficvn[.Jcom chinh TNHH MTV Home Credit
Viét Nam
Website gia mao Cong ty TNHH
18 https://aeoonmallstore[.Jcom/ Jta ma . Y
Aeon Viét Nam
Website gia mao Cong ty TNHH
19 https://aeoonmallstore[.]Jcom/my Jta ma . Y
Aeon Viét Nam
Website gia mao Cuc Dang kiem
20 dkvn[.]Jzvogo[.Jcom Jtd a He e e
Viét Nam
Website gia mao Cuc Pang kiém
21 https://dkvn[.Jzvogo[.Jcom/ Jia Mag e Bang ke
Viét Nam
Website gia mao Dich vu coOn
22 vn-chinhphu[.Jcom Jt f‘l .1 #cong
Quoc Gia
. Website gia mao Dich vu cong
23 dichvucong[.]Jwrgov[.]Jcom . '
g[.Jwrgov[ ] Quéc Gia
24 dienmayxanh-services[.]Jcom Website gia mao Bién may xanh
Website gia mao san TMDT
25 https://ebayve[.]Jcom gia mao san
Ebay
Website gia mao san TMDT
26 lazada[.]ac ga Mmad san
Lazada
: Website gia mao san TMDT
27 lazada2024[.]online
Lazada
: : Website gia mao Ngan Hang
bidvnanghanguutien[.Jduy2[.]Jname]. . ' .
28 ghanguuitienL.Jduy2LJnamel. |- 1 b Bau tur va Phat trién Vit

vn

Nam
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hdbank[.Juudaikhachhang-

Website gia mao Ngan hang

29 trungtamcapnhatthe- TMCP Phét trién Thanh phd Hb
thang11[.]Jcom[.Jvn Chi Minh
hdbank[.Jchamsockhachhang- Website gia mao Ngéan hang
30 hotro247-capnhatuudai- TMCP Phét trién Thanh phd Hb
thangll[.Jcom|[.]Jvn Chi Minh
hdbank[.Juudaidachbiet- Website gia mao Ngan hang
31 khuyenmaikhachhang- TMCP Phét trién Thanh phb Ho
thangll[.Jcom][.]Jvn Chi Minh
Website gia mao Ngéan han
32 https://ocbcccreonline[.Jcom/ dis mao g X J
TMCP Phuong Bong
Website gia mao Ngéan han
33 https://vimoney[.]credit dis fha . gN J
TMCP Quan 4ol
Website gia Ngan ha
34 Ungdung6buoc].]Jcom eRstie gla maoA galr_I and
TMCP Quan 40l
Website gia mao Ngéan han
35 https://mmmbonline[.Jcom e gla ma A gﬂ 9
TMCP Quan 4ol
Website gia mao Ngéan han
36 | https://www[ Jiplus-fianc24h[ Jonline gia mao gan hang
TMCP Quan 4ol
Website gia mao Ngan han
37 khachhangcnvib[.Jcom J a; 2.1; g J
TMCP Quoc té Viét Nam
i Website gia mao Ngéan hang
38 hechapvibl. _y
vaythechapvib].Jcom TMCP Quoc té Viét Nam
39 vib[.]Jkhach-hang-nang-han-muc-ca- Website gia mao Ngéan hang
nhan[.Jcom TMCP Quéc té Viét Nam
40 vib[.]Jchamsockhachhang- Website gia mao Ngan hang
capnhatthethang11[.Jcom[.Jvn TMCP Qudc té Viét Nam
. Website gia mao Ngan hang
41 tac[.]shb-bank]. '
doitacl.Jshb-bankf.Jeom TMCP Sai Gon — Ha Noi
42 vpbank].]cskhtructuyen- Website gia mao Ngéan hang
uudaithang10[.Jcom[.Jvn TMCP Viét Nam Thinh Vuong
43 https://vpbank[.Juudaikhachhang- Website gia mao Ngéan hang

uudaithe-thang11[.Jcom[.Jvn/

TMCP Viét Nam Thinh Vuong
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vpbank[.]Jchamsockhachhang-

Website gia mao Ngan hang

44 hotro247-trungtamcapnhatthe- - ,
TMCP Viét Nam Thinh Vuong
thangll1[.]Jcom[.]vn
45 vpbank][.]Jkhuyenmaidacbiet- Website gia mao Ngan hang
uudaikhachhang-thangl1[.Jcom[.Jvn | TMCP Viét Nam Thinh Vuong
46 https://vpbank[.]Jhotrokhachhang- Website gia mao Ngan hang
khuyenmaithethangl11[.Jcom[.Jvn/ TMCP Viét Nam Thinh Vuong
47 https://shinhan[.]hotrokhachhang- Website gia mao Ngéan hang
uudaithemoi-thangl1[.Jcom[.]vn/ TNHH MTYV Shinhan Viét Nam
48 https://shinhan[.]hotrokhachhang- Website gia mao Ngan hang
uudaithemoi-thang11[.Jcom[.]Jvn TNHH MTYV Shinhan Viét Nam
https://shinhan[.Jchamsockhachhang- L A s
Website gia mao Ngan hang
49 hotro247-capnhatthe- . .
TNHH MTV Shinhan Viét Nam
thangll1[.Jcom[.]vn
Website gia mao san TMDT
50 www/[.]sp7588p[.Jcom gla Mao san
Shopee
51 https://sp56188p[.Jcom/m Website gia mao san TMDT
PS-ISp PL y Shopee
Website gia mao san TMDT
52 https://nzu62352s[.]Jcom/order
Shopee
53 ttos://Sn5583 m Website gia mao san TMDT
ps:/Isp p[.Jcom/my Shopee
” ttos://evin o Website gia mao Tap doan Dién
ps://evnspl.Jeo luc Viét Nam (EVN)
- httos:// " o Website gia mao Téap doan Dién
ps://mwww[.]Jevnsspc[.]co luc Viét Nam (EVN)
56 ; . Website gia mao Téap doan Dién
www][.]evnspc[.]co luc Viét Nam (EVN)
57 https://evnspccskh[.Jcom Website gia mao Tap doan Dien
ps://evnspeeskhl.] luc Vit Nam (EVN)
5g Kh Website gia mao Tap doan Dién
evnspeeskhl. Jeom luc Vit Nam (EVN)
59 tikione[.]vip Website gia mao san TMDT Tiki




15

60 tikifreeshipl.]xyz Website gia mao san TMDT Tiki

61 https://www/[.Jtikifreeship[.]Jcc Website gia mao san TMDT Tiki

https://tiktok-

62 _ pS-HLKO Website gia mao TikTok

svipll[.Jcom/r?code=YFVEZA
https://nappxutiktok[.Jcom/?gad_sour
ce=1&gclid=Cj0OKCQIiA57G5BhDU
ARISACgCYnwlJ3b-

63 4 Website gia mao TikTok
Bz8QcfBB4TipigL3qZOu58RXALH
VNJgDNA82kM2MwgBOM30aApa

OEALw wcB#

64 https://af[.]tiktok25881[.]shop/ Website gia mao TikTok

65 Evaluatetravels[.]Jcom Website gia mao Traveloka

66 https://evaluatetravels[.Jcom/login Website gia mao Traveloka
https://evaluatetravels[.Jcom/rechar

67 ps-fievall Z L] J Website gia mao Traveloka
https://evaluatetravels[.]Jcom/my/hist

68 g [ ] y Website gia mao Traveloka

ory-recharge-withdraw

69 https://chinhphu[.]khaibaoshkdt[.]co Website gia mao Van phong

m/ Chinh phu
. Website gia mao Van phong
70 etnamtctgooc[.]Jcom '
Vi goocl ] Chinh pha
: Website gia mao Van phong
71 chinh-phu[.]Jcc '
inh-phul.] Chinh pha
Website gia mao Van phc
72 https://chinhphu-vn[.Jcom/ ¢ a, % qanp ong
Chinh phu
- Website gia mao Vietnam

73 vnairlines[.]net -

Airlines
https://phucloixahoil. doiviettel

74 ps:/fphucloixanoil.Jquandoiviettel[ Website gia mao Viettel

.Jcom/
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75 https://viettel-post[.]cfd/vn/ Website gia mao ViettelPost
https://nhanti tej13]. I[.
76 p-Hnnan |e_nquoc ©) _[ vercell-Ja Website gia mao Western Union
pp/dichvunhantien
77 https://zloweb[.]Jme/ Website gia mao Zalo




(Kém theo B&o cao so
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Phu luc Il
MOQT SO LO HONG VAN CON TON TAI PHO BIEN TREN CAC MAY
CUA CO QUAN TO CHUC

IBC-CATTT ngay thang nam 2024

cua Cuc An toan thong tin)

Ma iiié[n yeu/ SL may bi Ghi chi
lo hong anh hwéng
https://nvd.nist.gov/vuln/detail/ CVE-
1 | CVE-2022-26809 14343 2022-26809
https://nvd.nist.gov/vuln/detail/ CVE-
2 | CVE-2023-21716 6467 2023-21716
3 | CVE-2024-48618 £143 https://nvd.nist.gov/vuln/detail/ CVE-
2024-48618
https://nvd.nist.gov/vuln/detail/ CVE-
4 | CVE-2024-49046 4722
2024-49046
https://nvd.nist.gov/vuln/detail/ CVE-
5 | CVE-2023-40477 2267 2024-40477
6 | CVE-2024-10827 1531 https://nvd.nist.gov/vuln/detail/ CVE-
2024-10827
- | CVE-2024-49039 1501 https://nvd.nist.gov/vuln/detail/ CVE-
2021-49039
8 | CVE-2021.40444 1997 https://nvd.nist.gov/vuln/detail/ CVE-
2024-40444
o | CVE-2024-10488 1977 https://nvd.nist.gov/vuln/detail/ CVE-
2024-10488
10 | cVE-2023-38831 1107 https://nvd.nist.gov/vuln/detail/ CVE-
2021-38831
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Phu luc 111

THONG KE CAC THONG TIN CHi BAO (INDICATORS OF

COMPROMISE)
(Kém theo B4o c&0 s6  /BC-CATTT ngay

thang  nam 2024

cua Cyuc An toan thdng tin)

STT ‘ Indicators of compromise
L 103.96.128[.]44
5 AD6C84859D413D627AC589AEDF9
891707E179D6C
3 348730018E0A5554F0F05E47BBA4
3DCOF55795AC
4 C058F9FE91293040C8B0908D3DAF
C80F89D2E38B
5 B3556D1052BF5432D39A6068CCF0
OD8C318AF146
6 8EAA213AE4D482938C5A7TEC523C
83D2C2E1E8COE
. C70C3750AC6B9D7B033ADDEF83
8EF1CC28C262F3
8 3DD958CAGEB7EBF0A0612D29545
3A3A10C08F5FE
9 9B6A473820A72111C1A38735992B
55C413D941EE
10 4A5BCDAACOBC315EDDOOBB1FC
CD1322737BCBEEB
1 84F6B9F13CDCD8D9D15D5820536
BC878CD89B3C8
15 A1CA41FDB61F03659168050DE3E2
08F0940F37D8
13 812124B84C5EA455F7147D94EC38
D24BDF159F84
14 547BD65EEEO5D744E075C5E12FB9
73A74D42438F
15 621E2B50A979D77BA3F271FAB943
26CCCBC009B4
16 67028AEB095189FDF18B2D7B775B

62366EF224A9

Ghi chu

Nhom APT Evasive Panda
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93C1C8AD2AF64D0OE4C132F067D3

17 69ECBEBAEQ0B?
18 SafeShift390[.]Jonmicrosoft[.]Jcom
40.90.196[.]221
19
38.180.136[.]85
20
. Chién dich tin cong “VEILDrive”
21 GreenGuard036[.Jonmicrosoft[.]Jcom of TheT an cofg Hve
40.90.196[.]228
22
213.87.86[.]192
23
24 hxxps[://]tvdseo[.]Jcom/file/synaptics|.]zi
p
hxxps[://]tvdseo[.]Jcom/file/Adonis/AdFni
25 s_Bot
hxxps[://]tvdseo[.]Jcom/file/Adonis/Adoni
26 s XW_ENC
hxxps[://]tvdseo[.]Jcom/file/STC/STC_X
21 W_ENC
hxxps[://]tvdseo[.]Jcom/file/STC/STC_OT
28 o
hxxps[://]tvdseo[.]Jcom/file/STC/STC_BO . ,
29 T Chién dich tan cong su dung ma doc
hxxps[/tvdseo[ Jcom/fle/STC/STC PU | L ovA Stealer” thuc hién boi nhom
30 P tan cong mang goc Viét.
hxxps[://]tvdseo[.]Jcom/file/STC/STC_PU
31 RE_ENC
tvdseo[.Jcom
32
hxxps[://]tvdseo[.]Jcom/file/PXA/PXA_P
33 URE_ENC
hxxps[://]tvdseo[.]Jcom/file/PXA/PXA_P
34 URE_ENC
35 hxxps[://]tvdseo[.]Jcom/file/Adonis/Adoni

s_Bot0
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hxxps[://]tvdseo[.]Jcom/file/STC/STC_PU

36 RE[.]b64
hxxps|[://]tvdseo[.]Jcom/file/PXA/Cookie_
37 Ext[.]zip
hxxps[://]tvdseo[.]Jcom/file/PXA/PXA_B
38 oT
hxxps[://]tvdseo[.]Jcom/file/PXA/PXA_B
39 oT
hxxps[://]tvdseo[.]Jcom/file/Adonis/Adoni
40 s Bot
hxxps[://]tvdseo[.]Jcom/file/STC/Cookie_
41 Ext[.]zip
149[.]248[.]14][.]53
42
4vw37z[.]cn
43
domain|[.]dns04[.Jcom
1 [1dns04[]
45 microsoftservice[.Jdns1[.]us
46 sitesafecdn].]hopto[.]org
www[.]sitesafecdn[.]dynamic-
47
dns[.]net Nhoém APT “Gelsermium”
210[.]209[.]72[.]180 om cisemiim
48
acro[.]ns1[.]Jname
40 [Insi[]
info[.]96htmlI[.Jcom
;. [196htmi[]
ctftp[.]otzo[.Jcom
1 petftp[ Jotzo[ ]
52 traveltime[.]Jhopto[.]Jorg

53

www/[.]Jtravel[.]Jdns04[.]Jcom
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Phu luc IV
DANH SACH CAC PON VI CO PIA CHI IP NAM TRONG MANG
BOTNET

(Kém theo B4o c&0 s6  /BC-CATTT ngay
cua Cuc An toan théng tin)

thang  nam 2024

1. Danh sach Bg/Nganh

S6 lwong IP

S6 lwong

botnet
thang

IP botnet

thang

Loai ma
doc/botnet

Bo Khoa hoc va
Cong nghé

10/2024 11/2024

matsnu; tinba;
ranbyus;

pandabanker;
nymaim;

Andromeda;
trusteer

2. Danh sach Tinh/thanh

S6 lwong IP S6 lwgng IP

Tén don vi kt’ﬁ;?]zt ?ﬁ;’;‘%t Ghi chu
10/2024 11/2024
1 Nam Dinh 1 4 Andromeda
2 Lai Chéu 3 Andromeda
3 Lam Pong 3 Andromeda
4 Théi Binh 2 2 Andromeda
5 Thanh Hoéa 2 2 Andromeda
6 Ha Nam 0 2 Andromeda
7 Can Tho 1 1 Andromeda
8 Cao Bang 1 1 Andromeda
9 bién Bién 1 1 Andromeda
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10 Ha Noi 1 1 Andromeda
11 Lao Cai 1 1 Andromeda
12 Ninh Binh 1 1 Andromeda
13 Quang Ninh 1 1 Andromeda
14 Gia Lai 0 1 Andromeda
15 Lang Son 0 1 Andromeda
16 Quang Tri 0 1 Andromeda
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Phu luc V
TINH HINH KET NOI, CHIA SE DU LIEU GIAM SAT
THEO YEU CAU CHI THI SO 14/CT-TTG NAM 2019
(Kém theo B4o céo so IBC-CATTT ngay thang — nam 2024
cua Cuc An toan thong tin)

1. Danh sach B§/Nganh

Bo/Nganh/Co quan \e e 2, X . Thoi gian gin nhét nhén
TT trwe thuoc Chinh Thot g;znd?ra]tiguau chia dugc dir li€u
phii - (tinh dén 30/11/2024)
1 | Bo Cong Thuong 09/08/2020 30/11/2024
5 Bo Giao duc va Pao 31/08/2020 KhongAnhaq du:(_)’c dir
tao lieu chia sé
3 Bo Giao 'Ehong van 15/05/2020 KhongAnhan_ du:qc dir
_tai ‘ ligu chia sé
g |BOKe hof‘lfh va bau 20/11/2020 26/11/2024
5 | BoKhoahocva 19/11/2020 30/11/2024
Cong nghé
Bo Lao dong - A A ~
6 |Thuong Binh va Xa 11/12/2020 KhO”IQA“h@“! dugc dir
hoi iéu chia sé
7 Bo Ngoai giao 24/07/2020 15/11/2024
8 Bo Noi vu 30/07/2020 30/11/2024
Bo Nong nghiép va A A -
9 | Phat trién nong 28/09/2020 Khong nhan dwgc dir
N liéu chia sé
thén :
10 Bo Tai chinh 15/12/2020 30/11/2024
11 | BO Talnguyenva 03/10/2020 30/11/2024
Mo1 truong
12 | BOThongtinva 11/02/2022 30/11/2024
Truyén thong
13 Bo Tu phap 18/03/2023 30/11/2024
14 | B0 Vanhoa, The 20/06/2020 30/11/2024
thao va Du lich
15 |  Bo Xay Dung 23/07/2020 30/11/2024
16 Bo Y té 17/07/2020 Khong nhan dwgc dir
: liéu chia sé
17 |Ngan hang Nha nude 02/07/2020 30/11/2024
Viét Nam
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18 | Thanh tra Chinh phu 10/11/2020 30/11/2024

19 | Uy ban Dan toc 08/10/2020 30/11/2024
20 Vin phbng Chinh 99/09/2020 KhongAnhaq du})’c dir

phi liéu chia sé

21 | Bao Hiém X& Hoi 08/11/2020 30/11/2024

9o | Pal Tmy,jgr:'”h Vgt 14/09/2020 30/11/2024
Vién Han Lam Khdng nhan dwec dir

23 q KHCN 22/09/2020 liéu chia sé

94 | Kiem toan Nha nuoe 09/03/2021 30/11/2024

Viét Nam
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2. Danh sach Tinh/Thanh

\e s 2, X . Thoi gian gan nhét nhan
TT | Tinh/Thanh | n0igianbatdauchia "o o~ 40 Fay (tinh dén

S AL 30/11/2024)

1 An Giang 30/09/2020 30/11/2024
2 Bic Giang 21/08/2020 30/11/2024
3 Bac Kan 01/09/2020 30/11/2024
4 Bac Liéu 09/10/2020 Kh@nl?eﬂhc@hl} :;"é‘-’c dir
5 Béc Ninh 23/07/2020 30/11/2024
6 | B2 Ri%'uwng 20/07/2020 23/11/2024
7 Bén Tre 10/08/2020 30/11/2024
8 Binh binh 05/06/2020 30/11/2024
9 Binh Duong 24/04/2020 30/11/2024
10 Binh Phudc 23/04/2020 30/11/2024
11 Binh Thuan 31/08/2020 30/11/2024
12 Ca Mau 15/05/2020 30/11/2024
13 Can Tho 13/04/2020 30/11/2024
14 Cao Bang 14/08/2020 30/11/2024
15 Dik Lak 17/06/2020 30/11/2024
16 DPik Néng 31/08/2020 30/11/2024
17 Pa Nang 09/06/2020 28/11/2024
18 bién Bién 02/06/2020 30/11/2024
19 Pong Nai 15/06/2020 30/11/2024
20 DPong Thép 14/07/2020 30/11/2024
21 Gia Lai 14/09/2020 30/11/2024
22 Ha Giang 18/08/2020 20/11/2024
23 | Hai Dwong 04/09/2020 Khﬁnl?éﬂhf‘h“i::’é‘-”c dix
24 Hai Phong 28/07/2020 30/11/2024
25 Ha Nam 22/09/2020 30/11/2024
26 Ha Noi 30/06/2020 30/11/2024
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27 Ha Tinh 06/10/2020 30/11/2024
28 Hoa Binh 13/05/2020 30/11/2024
29 Ho Chi Minh 26/06/2020 23/11/2024
30 Hau Giang 02/10/2020 30/11/2024
31 Hung Yén 22/05/2020 30/11/2024
32 Khanh Hoa 21/09/2020 27/11/2024
33 Kién Giang 24/09/2020 30/11/2024
34 Kon Tum 28/09/2020 30/11/2024
35 Lai Chéau 26/09/2020 30/11/2024
36 Lam Pdng 22/10/2020 30/11/2024
37 Lang Son 08/10/2020 30/11/2024
38 Lao Cai 09/07/2020 30/11/2024
39 Long An 22/07/2020 30/11/2024
40 Nam Dbinh 21/09/2020 30/11/2024
41 Nghé An 09/09/2020 30/11/2024
42 Ninh Binh 28/07/2020 30/11/2024
43 Ninh Thuan 01/09/2020 30/11/2024
44 Pha Tho 01/10/2020 30/11/2024
45 Phi Yén 30/11/2020 30/11/2024
46 Quang Binh 01/07/2020 30/11/2024
47 | Quing Nam 14/09/2020 Kh@”ﬁéﬂhc@h‘}:;"é‘-”c dix
48 Quang Ngadi 12/08/2020 30/11/2024
49 Quang Ninh 12/09/2020 30/11/2024
50 Quang Tri 24/12/2020 30/11/2024
51 Soc Trang 12/08/2020 30/11/2024
52 Son La 13/07/2020 30/11/2024
53 | Tay Ninh 08/07/2020 Khﬁ”ﬁéﬂhc@h‘};:’é‘-”c dir
54 Théi Binh 25/06/2020 30/11/2024
55 | Thai Nguyén 19/11/2020 Khﬁnl?ézhcah‘}f:éqc dix
56 Thanh Héa 29/09/2020 30/11/2024
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Thua Thién Hué

57 29/07/2020 30/11/2024
58 Tién Giang 24/09/2020 30/11/2024
59 Tra Vinh 29/07/2020 30/11/2024
60 Tuyén Quang 19/11/2020 21/11/2024
61 Vinh Long 25/06/2020 30/11/2024
62 Vinh Phuc 30/06/2020 27/11/2024
63 Yén Bai 26/08/2020 25/11/2024
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Phu luc VI
TINH HINH TRIEN KHAI GIAI PHAP PHONG CHONG MA PQC DAP
UNG YEU CAU CUA CHI THI SO 14/CT-TTG NAM 2018

(Kém theo B4o céo so IBC-CATTT ngay thang — nam 2024
cua Cuc An toan thong tin)

1. Danh sach Bo/Nganh

S6 lwgng may
Bo/Co quan ngang B¢/ Co chia sé dir li¢u

quan truc thugc Chinh phu trong thang Sinl gl
11/2024
1 Bo Cong Thuong 198
2 Bo Giao duc va Pao tao 0 Chuwra chia sé
3 Bo Giao thOGng van tai 100
4 Bo Ké hoach va Pau tu 24612
5 B Khoa hoc va Céng nghé 435
Bd Lao dong - Thuwong Binh va Mat két néi 01
6 XA 0 ) -
Xa hoi thang tré 1én
7 Bo Ngoai giao 10
8 B6 Noi vu 415
9 B6 NONng ngﬂhlgp va Phat trien 0 Chua chia sé
nong thon
10 Bo Tai chinh 288
11 Bo Tai nguyén va Moi truong 1859
12 Bo Thong tin va Truyén thdng 291
13 Bo Tu phép 436
B Vin hoa, Thé thao va Du Mt két noi 01
14 . 0 , 2 1A
lich thang tré Ién
15 Bo Xay Dung 33

16 BoY té 76
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17 Ngan hang Nha nuoc Viét Nam 3060
18 Thanh tra Chinh phi 0 Ma,t ket r10|A01
thang tré Ién
19 Uy ban Dan toc 0 Chua chia sé
. , . Mat két ndi 01
20 Van phong Chinh phu 0 thang tré én
21 Ban Quan ly Lang Chu tich Ho 5
Chi Minh
22 Bao Hiém Xa Hoi 19954
23 Pai tiéng n6i Viét Nam 9
24 Pai Truyén hinh Viét Nam 180
25 Théng tan xa Viét Nam 1629
26 Vién Han Lam KHCN 111
27 Vién Han Lam KHXH 0 Mat két noi 01
* thang tré Ién
28 | Kiém todn Nha nwéc Vit Nam 0 Mat ket ndi 01

thang tré Ién
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2. Danh sach Tinh/Thanh

S6 lrgng may
chia sé dir li¢u

Tinh/Thanh trong thang Ghi chu
11/2024

1 An Giang 420

2 Bic Giang 7274
3 Bic Kan 2813
4 Bac Liéu 1893
5 Bac Ninh 1717
6 Ba Ria - Viing Tau 23581
7 Bén Tre 1590
8 Binh Dinh 162

9 Binh Duong 1859
10 Binh Phuéc 4660
11 Binh Thuan 3749
12 Ca Mau 1920
13 Can Tho 1237
14 Cao Bing 1268
15 Pak Lak 5205
16 Pik Noéng 1112
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17 Pa Ning 48187
18 Dién Bién 3935
19 Pdng Nai 4842
20 DPang Thap 4539
21 Gia Lai 19
22 Ha Giang 14
23 Hai Duong 0 Mat ké:rr:’rélié(r)ml thang
24 Hai Phong 4778
25 Ha Nam 942
26 Ha Noi 21313
27 Ha Tinh 2633
28 Hoa Binh 1191
29 Ho Chi Minh 11152
30 Hau Giang 1201
31 Hung Yén 519
32 Khanh Hoa 2848
33 Kién Giang 2210
34 Kon Tum 5186
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35 Lai Chau 33

36 Lam Ddng 3261

37 Lang Son 291

38 Lao Cai 2

39 Long An 2922

40 Nam Dinh 41

41 Nghé An 4983

42 Ninh Binh 623

43 Ninh Thuan 654

44 Phi Tho 0 Mt két ndi 01 thang

) tré 1én

45 Phu Yén 151

46 Quang Binh 2436

a7 Quang Nam 243

48 Quang Ngai 4473

49 Quing Ninh 0 Mat két rléiA01 thang

tré Ién

50 Quang Tri 350

51 Soc Trang 31

52 Son La 3982
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53 Tay Ninh 1242
54 Thai Binh 3290
55 Thai Nguyén 2068
56 Thanh Hoa 1441
57 Thura Thién Hué 6684
58 Tién Giang 10053
59 Tra Vinh 1329
60 Tuyén Quang 3347
61 Vinh Long 3414
62 Vinh Phuc 4512
63 Yén Bai 934
Ghi chu:

- S6 lugng may ctia mdi don vi dugc tinh dua trén sb luong may chia sé thong tin
vé hé didu hanh (truong “OS” trong vian ban 2290/BTTTT-CATTT ngay
17/7/2018 vé viéc hudng dan két ndi, chia sé théng tin vé ma doc giita cac hé
thdng k¥ thuat phat hanh).
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