UBND TINH KIEN GIANG CONG HOA XA HOI CHU NGHIA VIET NAM

VAN PHONG Pjc Iap - Tw do - Hanh phic
Sé: 5114 /VP-KGVX Kién Giang, ngay A7 thing 9 nim 2020

V/v thuc hién Théng tu sb
22/2020/TT-BTTTT ngay 07/9/2020
ctia B§ Thong tin va Truyen thong.

Kinh giri: ‘
- S& Thong tin va Truyén thong;
- Van phong Uy ban nhén dén tinh.

Uy ban nhén dan tinh Kién Giang nhén dugc Thong tu s6 22/2020/TT-
BTTTT ngay 07/9/2020 cua B Thong tin va Truyen thong quy dinh v8 yéu ciu

k¥ thut d6i v6i phdn mém ky s6, phin mém kiém tra chit ky s (dinh kém vin
ban).

Ngay 15/9/2020, Phé Chii tich Uy ban nhén dan tinh LAm Minh Thanh ¢6
v kién chi dao:

Giao S& Théng tin va Truyén thong chi tri, phbi hgp véi Vin phong
UBND tinh va cac nganh c6 lién quan tham muu t§ chirc trién khai thue hién
Théng tu sb 22/2020/TT—BTTTT ngay 07/9/2020 ciia B§ Thong tin va Truyen
thong quy dinh vé& yeu cau k¥ thuat d6i véi phan mem ky s6, phan mém kiém tra
chir ky sb. Trong qué trinh thue hién ¢6 vuéng méc, phét sinh vugt qua thdm
quyén bio cao UBND tinh chi dao, xtt 1y.

Vin phong Uy ban nhan dén tinh thong bao y kién chi dao ctia Phé Chit
tich Uy ban nhan dén tinh dén co quan, don vi biét, tb chire thyre hién./. [om-

Noi nhin: CHANH VAN PHONG
- Nhur trén;

- CT va cac PCT.UBND tinh;
-LBVP, P.KGVX;

- Trung tAm PVHCC tinh;

- Luu: VT, lttram.

Huynh Vinh Lac

Nguoi ky: Van phong Uy ban Nhan dan
Email: vpubnd@kiengiang.gov.vn

Co quan: Tinh Kién Giang

Thoi gian ky: 17.09.2020 16:27:21 +07:00




e, Ce quan: B6 Thing tin vA Truyén thing
N, Thin gian ky: 0840972020 17:29:07 |

CYNGHIA VIET NAM
"Hanh phuc |

THONG TU

Quy dinhk Ve yeu cau ky thuat a6i véi phan mém ky so,
phan mem klem tra chu' ky 50

C‘an ik Luaz: gtao d;ch c?‘zgen 1y ngay 29 thang 11 ndm. 2005

C’an ctb: Ngh: d‘mh 5613 0/201 8/ND—CP ngay 2 7 thang 9 nam 2018 ctia Chinh
phii quy. dinh. chz 1iét thi hanh, Ludt giao dich dién tir vé > chitky 56 va dichvy chiing:
thiic chif ky-sé;

) Can cuNghz dinh.sé17/201° 7/NB—C‘P ngay 17 thang 02:ndm:2017 ctia Chinh
. phu quy d;nh c'nang, nhzem vu, guyew,‘,;‘ ’han va co chu o chuc cia B I?wng‘
Ctinva Truyen;thon /AR |

Theo dé yight ctia Gidm dac Trung i Chtmg thiie dign tie guoc gia;

Bo: trwcmg Bé Thong tm va,T; ruy@n thong ban hanh Thong tw quy dinhivé yeu
cau &y thugt doi véi phan mém. ky so phan mémkiém tra chit kyisé.

ChuO'ng_ I
QUY DINH HUNG

| Bleu 1. thlm v1 dleu chlnh

L. Thong tu nay quy dinh yéu ciu k}?’ thuat adivéi phan mém. k_{r so phan
méim kiém tra chu ky sb.

2. Yéu cu. ky thudt dbis vm phan mén ky 56, phan mém kwm tra chit ky- 56
~-cho vin ban c‘hen e trong 0 qUan riha: nlxcrc khong thuoc pham v1 dleu ¢hinh cha -
- Theng t‘t‘r‘néy,;_ & C A =

leeu 2. Dbi: tuo‘ng ap: dung

1. Thongtw. na__x 4p dung..dqx véico 'qua"n,‘;té- chitrc; ca'nhén lira.chon i dung:
ph‘é‘n mém ky 50, ph%in mém kiém tra chit ky s0° trong giao dich diéntix; cac th
chifté cung cap dicki vy chu'ng thire chit’ ky §6; Cac 6 chire, ¢4 nhan phat trién fmg |
dung, 'sir dung, chu‘ ky:s8. | |

2 Thong tu nay khong ap dung abi VO’I 5 chite: cung cap dlch vy, chung thyc
- chitky'sé chuyén: ding‘Chinh ‘phu.






3
2.Chire 1idng kiém tra, hi’éa Iyc-clia cht'rng thur 's6:
) Cho phép viée kidm tra chitmg thiy 56 clia i ngurcn ky. so tren thong diép dit

liéu phat ktem tra theo: dubng dén tin ttrfmg trén. chu*ng thu $6va pha1 thuc hign
dén t0 chic: cung cép dich vu chu'ng thye chit. ky sO° quoc g1a

b) N01 dung klem tra hleu lue. cua chtmg thu 5§ tai thoi didm, ky s6:
L Thi gianico hidi Tire.clia chtrng thir: $6¢ o

- Trang’ ‘thii chimg thu 56 qua darih séch chimg thir & 56 thu h01 (CRL) dugc
icong bo tal thm dlem ky so hoac bang phuong phap klem tra trang tha1 chutng thlr

v chu-ng thuc chu k}'/ sbchd cung ¢ip dxch Vi OCSP
- Thugt todn;mét ma trén chitng thur s6;
A Mucdxch pham vi su dung cha: ch't'tﬁg thu s0.

¢) Hiéu hre: cua chu'ng thtr $6 khi dap ung tat cd céc tidu chi sau:

-~ Thoi glan trén chu'ng thu sé conl hleu lirc tai thoi diém "

' chu ky 56 da.ng ¢4, hxr;u Iuc
-"Trang thai.ciia chimng thu "sé- con hoat dé'ng' tai thoi diém ky sé,
o Chung thu' so dtrcrc SIx: dung dung"muc dich, phgm vi.str dung

3. Chuc nang Iu'u tru Va huy bo_céc thong tin sau. kem theo thong diép dit
he;,u ky 56

a) Chtmg thu: so tuong u:ng VO'L khoa b1 mat ma ngucn ky s6:5(r dung de ky‘ |
” thong dtep dir ligu-t ta1 thoi didm ky s6;

b) Danh sach chl.’mg thur- so thu h01 tai thb't c‘ﬁem ky ctia, to chic cung: cap dlch-,
r‘vu chitng thuc chit ky s6-d5 '¢4p: chting thu s§ d&'ky 56 tuo‘ng Gng véi chir ky: 56
trén; théng disp-dir heu diy

€) Quy’ chié chtmg thuc cha to ¢hie: cung cap dichwy: chu'ng thu'c chu ky sot |

.....

a8 cép chung thur s& ‘trong Ung; v6i-chit ky' §6 tren thong: diep diy 11¢u dis

d) Két qua. klem tra trang. thai chimg thtr sb tuong Ving véi chit ky ) tren
"thong d1ep dir heu duge: gm dén..

4,-Chirc nang thay dbi (them bort) ching thir 56 clia th chuc cung cap dich.:
- ¢himg thiye chit ky: sb.




,4.
| 5 Chuc nang thong béo (bang chu/bang ky hleu) cho nguo'l ky s0 biét
v1ec ky ) vao thong digp: dir 11eu thanh cong hay khong thénh cong.
e Muc 2-Pha: _;mem klem tra chu: ky so
Bleu 6 Yeu clu chung o

Tuén tha cde tiéu chuan ky thuit. ve chu ky s6 frén thong diép-dit lidu tai
Phylué Danh mie tidu chuan v& chit: so tren thong diép dit liéu kém theo
Thong tu ndy.

Dleu 7 Yeu cau chﬁ'c nang

------

a) Cho phep X4c minhchi ky sb tren thong dlep ditligu theo nguyen tic: chit
ky: so duoc tao ta.ding véi khoa bi: m@t tu:ong rhg; Vi khioa ¢ cong khai trén chirng
thu so : ‘

b) Cho phep vige- kidm tra chung thur 56, clia ngudi ky 56. tren thong digp dtt
ligu phat klom tra: theo dlro'ng «dAn tin uong tt8n. ohu:ng thur s& va phai thyc hién
dén.1d chire cung cép dich wu chithg thuc chit ky s quoc gia.

) '.Ghoiphgp,;ktom._trg‘,, x4c thie thong ,tm.rcua;ngum ky sb trén thong diép. dit
ligu thure hign tat-ed cde nidi dung dudi day:

~Thidi. gian c6 higii e ctia chimg thir 6;

- :'I‘rang thai chu'ng thu so qua danh sach ‘chitng thir § §6 thii ho1 (CRL) duge
' cong b tat thorl didm ky. sb hoao bang phtrong phap kidm tra trang thai chlmg thir

36 tric. tuyén (OCSP) & che d6 tryre tuyen trong truong hop. td chirc curig.cip.dich
Vi chung thuc chit ky sbco oung cap dich vu OCSP

= Thuat toan matmé trén chung thusd;
~Muyc dlch pham v1 sir dun‘g 'cua chu‘ng thu s6.

: '.‘-'sd) Hlou Iuc clia’ chung thir: so kh1 dap ung tat ca céc tteu chi sau;
- Thoi gian trén chung thu s8 con higu lirc tai thiot didm kysé;

_‘ - Cég thuat ‘todn. mat mi trén -ching thu so tudn thit theo quy-dinh v& quy:
" _ohuan tleu chudn k§ thuat bt buoc ap: dung Ve chir ky so i dich vu chimg thuc:
chit ky s0 dang c6higu Iure;

= ‘Trang tha1 cua chu'ng thu so con hoat dong tai thou d1em ky sd;
- Chu‘ng thu' so duo‘c st dung dung muc dlch pham Vi §1r dung,
d) Cho pheép lﬁ,l_em, tra tinh toan ven cia thong dig¢p dir liéu ky s6:



-8 dung thuat toan ham bim antoan di tao ra.mi bam tren chu ky sb. a8

‘thu:c hlon tao\ma, bam cho thong dlep dlf heu, o

= So sénh sy trung khqp.;;cua\.halﬁ,ma‘bam,de klém tra:tinh todn 'iron_-c&a‘;tli@ng:

-dlep du heu Ky s8.
&) Chirky & teén’ thong dxep du' lleu lahcrp 18 Khis

- :Viécukwm tra,-xac thucvduocfdung thong- tin nguoi kj’r sé;

- Chimg thu sb cia ngudi ky sb: tai thoi. d:lem ky con hiéu lire;

~Xac minh chit ky: 6 trén thong éhep dir lidu dng véi khéa bi mit tuo'ng Gng,

v6i khoa: cong kha1 trén chung ‘thit.s6 v thong c‘hep dit ligu dém bdo tinh toan ven.

2 Chuc nang lu'u tru: Va huy bé:cac: thong in sau kem theo- théng diép du'

"lteu ky s6:

) Céc chung thu s6 tuong g vm c4c chit ky 6 trén thong dlc;p 4t lleu ky
56 duoc gl dén; | :

b):Céc danh sdch chidmg thr.s ) thu. h01 taL thoi diém ky cta to chite cung cap

=-chu'ng thuc chu ky. sé tucmg u'ng Vot chuky ) tren thong dlep du ligu. duoro gm dén; ;

) c) Quy chc chung thuc cua Cac @& chuc cung cap d;oh vu chu'ng thyre chit ky
sb cip phat chiing thu s6 twong (g v, cac chit k¥ s6 trén théng diép. dir ligu
duoro gm den

d) Ket qua klem tra trang fhal chimg thlx 56 tuong tmig vcn chu ky s6 trén

thong; dlep du' 11eu drrge gt dén.

3. Chirc néng thay dm (them bét) ohung thu: so clla to ohuc cling; cap dich:

“ vu chtmng thue chit: ky 6.

4.Chire | nang théng bio. (bang chu/bang ky h1eu) Viée k1em tra‘tinh ho-p 1&

clia chit ky s6 la hop 1é hay khong hoplé..

Chuong I
DIEU KHOAN THI HANH

Pidu. 8. 'I‘o chive thuc hlen

1. Trung tim Chung thue dign tir qudc gia.co trich rhiém huong dén thue
hién ca¢ nbi dung cua Thong tu nay

2. 6 chire; cung cap dwh vu chung thuc chu ky so cong cong, 8. chuc cung

. cap ‘dich vu chu'ng thue chlr ky. sb: chuyén diing clia co quan, td chic cong bd cée



5 Thu tu(mg,

4 diic: ta Icy thuat (ta1 heu va bQ cong cu), chlmg thu 56 hen quan dntd chitc cling
“p: dlch v chung thuc chu ky s6'va cac tidy chuan chit k s6 tren trang tin dién
ot cﬁai‘tolchuc{ cung: cap dich vy chu'ng thuc chtr ky §0.

3.Th chuc ‘¢4 nhan phat tnen ung dung, st dung chu' ky s6.¢6 trach nhlem.
'tuan thu cac- quy dmh vé yéu cau ky thiat, hv:o'ng dén sit dung d6i.v6i phin' mém
ky: so, phan mem kxen tra, chu ky so. o

Bleu 9. Bleu khoan chuyen txep

Cac co quan 5 chuc cé nhan dang k)i dung phan mem ky 55, phén. mém
,_Zklem tra chi’x'i,’_ 786 trude’ thm diém Thidn ay o6 higu lwe tiép tuc:str dung cho
@én'khi thay ddi, nang cAp ho¥c thay thé phin mem mé1 tudn thiv quy dinh Thong
fr nay

Bleu 10 Hleu Iu’c’thl h:‘mh
1, Thong tu iy co hidu Tye: th1 harh ke tir. nga‘y 04 thang Jnim  2020.

-2 Chanh Van phong, Gidm's do_c Trung tam Chimg thyc dlen tu gia, T
trutorng cacico. quan don: v1,;thu6c Bo Glém doc S& Thong tin va Truyen thong
¢4c tinh, tharh pho ‘tere: thidc Trung u'ong, to chuc ca nhan c0 lién: quan chiu

trach nhwm th1 hanh Thong tu' nay '

c& nhan phan anh klp thm vé Bo T hong tin va. Truyen thong (Trung tam Chung
thlrc dxfm 1 quoc gin) de xem xet glal quyet i W

Noi nltﬂn.

céo Phé Th tuéng. Chl'nh phu, o . BOTRUONG
in ngang-BY, co.quan thud (*:Chifrkl_i:5‘:,1__1_1';_;;":= e

¢ pid g

- Sor TTTT céc tinh thanh phortn,rc thuoc Ws

~8¢ Viin héa, ‘Thong tin; The thao va'Du lich Bac Lxéu,

- Cuc Kiém ‘tfa vin ban QPPL (B4.Tu: phép), ]

& Cong bis; C ng; thﬁng tin-dién tir Ch(nhg.phu,

~B§, TIVI”I‘ __ﬁ trué'ng Vi ¢80 Thir' truo*ng;"' R
cic.cor quan,‘dan-vi thugc BY; =

- Céng thong tm‘dwn tir BQ,

- Lu'u VT, NEAC (250) '

T guyénMaﬁh Hing



Bo THONG TIN VA TRUYEN THONG CONG HOA XA HOI cnﬁ NGHIA VIET NAM
boe lap Thy-do - Hfmh phuc

. PHULUC

‘DANH MUC 'I‘IEU CHUAN KY ’I‘HUAT
VE CHU' KY SO TREN THONG PIEP DU LIEU

‘(Ban hanh kém theo Thong.tik 56 522 /2020/TT- BTHT ngay@*?thangq nétm 2020

cua. Bo rruang By Thong tin va T ruyen rhong)

Loai Ky hi¢u Ten day du ciia Quy dinh
T | tiewchuin | tiéu chuin tidu ch.,uan_ Apding .
1 Tfiéu "éhu‘én vér&inh dang thong diép diligu
1:1 BQ ky tu va. mﬁ A;S cn Amenéan Standard Codefor | Khuyén nghi 4p
héa ' Infonnatmn Interchange " | ding
12 |Bokytwvima |[TCVN TCVN 6909:2001 * C6ng nghe ‘Bét bude 4p dung
| héa cho: txeng .‘ i thong; tm-Bo mé ky tu tleng o
vigt | 09092001 T6-bit"
1.3 | Trinh didn bé |UTF-8 8-bit Un;ycrs_al Character Set | Khuyén nghi 4p
ky ty ' (UCS)/ Unicode »d.ungf_ |
1.4 'Ng - ngu dinh XML v1.0 |Extensible Markup Khuyen nghl ép
dang thong, (5th Language version 1.0 (Sth dung mét frong hai
| digp-dirTiu - | Edition) | Edition) tidu chudn
XML vl 1] E'xtens'il'il'e Markup
(2nd . |Languageversion 1.1
_ | "Edltmn) o e
15 |Dinhngha | XML | XML Schemaversionll | Kluyén nghi o
|:céc luge dd Schema | dung,
trongtaligy. | version 1.1 |
16 [Traoddidit | XML (P Metadata Interchange | Khuyen nghi 4 ap
| |litudictatai |v242 'Versmn 2i 4 2. - | dung’
. liéa XML " : :
| 2 Tiéu chuan vé ky 50, kxem tra chir kj' 50 |
121 Tléu chuan viky. sﬁ tren thlet bi quan 19/kh64.bi mit, phan mém k¥ 50, tao chi
' ky so, chitng thw. so, phan mém kiém tra. ch_ﬁ_;‘ ky S 1




Q Thuat todnmé
' héa

73"1‘6:120‘07;%

Nrens

:Cong; nghe, thong tin. Ky thuat
"'mat mii “thuft toar ma dir ligu

“Khitiyén nighi 4p
| diinig

Nt |
(67

'Recommendatlon for the

| Triple Data Encryptlon
o [ Algorithm (TDEA) Block:
| Ciphet

| Khuyén nghi ép
dung

| PrCS#EL

| RSA Cryptography Standard

(Phién ban 2.1 trd 1én)

Ap ding, st dung lroe dd
RSAES-OAEP dé mahod

- |'D6 dai khoa,t6i thidu 142048

bit,

Khuyén nghi 4p
dung

ECe

' .EIliptic; Cm’Ve quggraghyf |

Khuyén nghi &p
: dung .

2.12.

Thudt todn cht
Lky's6. .

TCVN

| 7635:2007 |

Cac ky thuat mat mi - Chif: ky

‘so

PKCSH#1

RSA Cryptography Standard

ANSI

N Pubhc Key Cryptography for:
| X0.62-2005

& Dlgxtal‘ ngnature Algonthr'n&
B (ECDSA)

- Ap dung mQt .
strong ba‘'tidu chudn,

- i v6i tigu clivén

, mw-fiéss;zom

va PKCS#1:

+ Phién ban 2.1

+ Ap dyng luge b
RSAES-OAEP ¢é
mihodva
RSASS‘A‘—PSS de
I

-+ Do da1 khoa téi

thleu Ia 2048-bit

L g_Equl,ueu chudn
'ECDSA: d¢ dai
| khéa téi thiéu 13
| 256°bit:

o ftoan

Ham bam an

| ;tFIPS PUB |
|1804

..S__é,él}fs: ;ngeh..aigpr_ithms

| _%;F__;BSPUB“
|202

“ {‘Output _qu;ctmns

SHA—S Standald Permutation-
Based Hash and Extenciable-

| Ap dung mot trong
| ¢ ham bamisau;
: SHA 224,

SHA-256,

| SHA-384,
| SHA-512,
N SHA*512/224




‘tao chir, ky s6 theo md hinh ky $0 tirxa. (remote s1gnmg)

TSHA312/256,
SHA3-224,
'SHA3:256,
' SHA3-384,
| SHA3-512'
SHAKE128,
| SHAKEZ56
2.1.4 An. toanfrao. | XML - XMLEncryptmn Syntax and | Bétbude &p dyng
451 ban tin | Encryption jProcessmg - '
XKML { Syntax‘and.
' Processing :
XEML S XML §”ign'at§iréz?SyHtax and 'QB‘é’t\buéb ép"d‘;mgz
Signaturé. |.Processing.
| Syntax-and
Ao e 7 [ Processing: | L | e
|21 'Quén Iy khéa XKMS XM Key Management Bit bude 4p .dy_mg:
cong khai ban | v2.0 Specification version 2.0 |
_ tin XML N o
, '_2_,"1’;;_6_* Cu phap thong PKCS#7 Cryptographw més‘s'age syntax Bit léué"c ép dung
dlep mat m3 v1.5 (REC | for file-based. 51gn1r1g and
cho. ky :ma hoéa 2315) | encryptmg version, 1. 5 |
22 .'Tleu chuan Ve kjf sb¢ tren he thohg thlet b: quén 1y khéa bi mat, chung thu s6 va

EIectrome Si, gnatures and

| 'for reniote digital signature

creatton

221 Xeu «chuchinh, - E’I‘-SI TS Ap dung cd bQ twu 1
'| si¢h va anninh | 119 431:1 | Infrastructures (ESD); Policy | chuén 2 phan;
cho' méy chi and sccurlty requirements for Phién'ban V1.1.1
fky §0° | trust service providers; Part:1: (12/2018) o
| TSP setvice, .componeénts o
| operating a remote " '
| QSCD/S CDev'
"ETSITS .‘gEIectromc S1gnaturesf and
{119431-2; |Infrastructures (ESI); Policy
ok ' ‘and securlty requirements for
ttust service providers; Part 2:
‘TSP service .components;
Fsupportmg AdES digital
"Slgnature creatlon
222 Glao thuc tao |ETSITS .Electromc Signatures and 'Phién ban V1.1.1
' chf’r ky §& 1119432 . [Infrastraétures (ESI), Protocols | (03/2019) '




10

I Certxﬁcate :status: protocol

223 ‘U'ng dung ky - BN x Trustworthy Systems
|iteén méy chi: |419241- Suppoiting. Server-Sighing -
| j’ky 50 1:2018 | Part'l: Geheral system secunty z
1 S :reqtureme.nts .
224 Yeu ciiy cho EN _ Trustworthy Systems
{ mé: dun ky 6. 419241~ | Supportiiig Server Slgmng -
‘ - [2:2019 . |-Patt 2 Protection Profilefor
| QSCD for Server Signing
2.2.5 |Yéu cfm an EN "Protection. Profiles for TSP
: |minh d8ivét | 419221- | Cryptographic modules:- Part. .
. ‘k‘h61 anninh " | 5:2018  {'5: Cryptographlc Module for, |
phan ciing Triist Services
| HSM
13 “I‘wu chuﬁn klem tra trgng th:’u chu'ng fhives
131 Glao thie. | RFC2585 xInternet X 509 Pnbllc Key Ap dung mt hodic
‘ truyén, nhan o ‘Infrastructure - Operational | o4 hai giao thitc
chimg thu sb Protocols: FTP and HTTP FTPvaHTTIP
‘va.danh sach
N chu'ng thuesdbi|
C\thuhdi s o
32 .q_iao thirc.cho | RFC2560 | X:509 Internet Public:Key
kiém tra trang | nfrastiucture - On:line:
: l;hél chlmg thu -

E so truc tuyen
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